6. Jlormueckue ataku (Logical Attacks)

ATaky JaHHOTO KJlacca HaIpaBJICHbI Ha SKCIUTyaTalMio QyHKIUH MPUIIOKEHNS HITH JIOTUKU €TO
¢bynkunonupoBanusi. Jlornka npuiIoKeHus MPEACTaBIsIeT COOON 0XKUTaeMBbIN TPOLIECC
(GYHKIIMOHMPOBAHHS POTPAaMMBI IIPY BBIIIOJHEHUH ONIPEAEICHHBIX AeicTBUi. B kauecTBe mpumepoB
MO>KHO IIPUBECTH BOCCTAHOBIICHUE IIPOJIEH, PETUCTPALIUIO YUETHBIX 3aIIUCEH, , AyKIIMOHHBIE TOPIH,
TPaH3aKIMH B CHCTEMaX JIEKTPOHHOIN kommepuuu. [IpunoxeHne MoxxeT TpeOOBaTh OT MOJIB30BATEIS
KOPPECKTHOI'O BBIMMOJIHCHU A HECKOJIBKHUX ITOCIICA0OBATCIIbHBIX IICfICTBPIﬁ JJISA BBITIOJIHCHU A
OIpeAeTICHHON 3a/1a4u. 3I0YMBIIUIEHHUK MOYXET OOOMTH MITH UCIIOJIB30BATh 3TH MEXaHU3MbI B CBOUX
LEIsX.

6.1. 3s0ynorpednenue GyHKIMOHATBHBIMHM BO3MOKHOCTAMH (Abuse of Functionality).

JlaHHBIe aTakyW HaIpaBieHbl Ha HCHoib30BaHUe GyHKUMNA Web-npunoxenus ¢ nenbio o0xozaa
MEXaHU3MOB pasrpaHuueHue goctyna. Hekotopsie Mmexanu3mbl Web-npuiioKeHus1, BKI0Yask GyHKIUN
obecriedeHns: 6€30MaCHOCTH, MOTYT OBITh HMCIIOJIb30BaHbl JJs 3TUX Lened. Hanuuue ysa3BUMOCTH B
OJHOM M3, BO3MOXHO, BTOPOCTCIIEHHBIX KOMIIOHEHTOB IIPWJIOKECHUS MOXET IPHUBECTH K
KOMIIpPOMETAllud  BCETO IIPWIOKEHUSA. YPOBEHb PUCKA M IMOTCHUHAIBHBIE BO3MOYKHOCTH
3JIOyMBILUICHHUKA B Cllydae IPOBEACHUS aTaKU OYEHb CHIIBHO 3aBUCAT OT KOHKPETHOI'O IPUIIOKECHHUS.

3noynorpedienre (yHKIHMOHAIBHBIMU BO3MOXXHOCTSIMU OY€Hb YaCTO HCIIOIB3YETCSI COBMECTHO C
APYTUMH aTakaMH, TaKMMU Kak OOpaTHbIM NyTh B AMpeKTOpusax U T.4. K mpumepy, npu Haauuuu
YSA3BUMOCTH THIIAa MEXCAaUTOBOE BbINOJHEHUE cueHapueB B HTML-uare 3710yMBIIIIEHHUK MOKET
UCHoib30BaTh (GyHKIMK yaTa A pacceliku URL, skcrutyatupyromuid ysi3BUMOCTb, BCEM TEKYIIUM
IIOJIB30BATEIISM.

C rno6anbHOM TOYKU 3pEHUs], BCE aTaKU Ha KOMIIbIOTEPHBIE CUCTEMBI SIBIISIOTCS 3J10yNOTPEOICHUIMU
(YHKIIMOHATIBHBIMUA BO3MOXHOCTAMU. OCOOEHHO 3TO OTHOCUTCSI K aTakam, HalpaBlieHHbIM Ha Web-
MPUIIOKEHHUS, KOTOpbIe He TPeOyIoT MOIUPHUKAIIMK (PYHKIIMHA TPOTpaMMBI.

Ilpumep:
[Tpumeps! 3n0ynoTpednenns GyHKIHOHAIBHBIME BO3MOKHOCTSMH BKJIFOYAIOT B ce0sI:

- HUcnonp3oBanus (QyHKIMI moucka Juis MOJy4YeHHUs JocTyna K ¢aiinaMm 3a mpeaesiaMd KOPHEBOM
nupextopun Web-cepsepa;

- Ucnionb3oBanue QpyHKIUMU 3arpy3ku (HaiaoB Ha cepBep Uil niepe3anucu GpaiaoB KOHDUTYypaluy WK
BHEJIPEHHUS CEPBEPHBIX CLICHAPUEB;

- Peanuzanus otkasza B 00CIyXKHUBaHUHU ITyTEM HCIIOJIb30BAHUSA (PYHKIIMU OJOKMPOBKU YUETHOM 3aITUCH
IIPY MHOTOKPaTHOM BBOJIE HENTPaBUJIBHOTO MAPOJISL.

Hwxe npuBeieHbI peanbHble PUMEPHI TOJOOHBIX YSI3BUMOCTEH, B3ATHIC U3 PEaTbHON KU3HU.
ITporpamma Matt Wright FormMail

[Iporpamma "FormMail" npencrasisier coboit npunoxenue Ha s3bike PERL, ncnonszyemoe ais
nepeaaun naHHbIX 13 HTML-dopMbl Ha yka3aHHBIH OYTOBBIN aapec. ITOT CLIEHApHUd JOBOJIBHO
y100HO UCTIOJIB30BaTh JJIs OpraHu3anuu GyHKIIUA 00paTHOM CBs3U Ha cepBepe. K coxanenuto, ata
porpamMma IpeaoCcTaBiisiia 3I0yMBIIIJICHHUKY BO3MOXXHOCTD MIepeiaBaTh MOYTOBBIE COOOIIEHUS
JT000MY MOYTOBOMY I0JIb30BaTeN0. Takum 00pa3oM, MPUI0KEHUE MOTJIO ObITh HCIIOJIB30BAHO B
KAaueCTBE MOYTOBOI'0 PETPAHCIIATOPA AJIS PACCHUIKH CIIaMa.

3noymslnieHHUK ucnonb3oBan napamerpsl URL GET-3anpoca mis ykazaHus noJrydaress oYTOBOTO
COOOIIeHUs, K IPUMEPY:

http://example/cgi-bin/FormMail.pl?
recipient=email@victim.example&message=you%20got%20spam



B kadecTBe oTmpaBUTENsI MOYTOBOTO COOOIIEHHUS yKa3biBaycs aapec Web-cepBepa, 4TO MO3BOJISIIO
3JI0yMBILUIEHHUKY OCTABaThCS MMOJHOCTbI0 aHOHUMHBIM.

Macromedia's Cold Fusion

Nuorma 6a3zoBelii MHTEpdElc aTMUHUCTPUPOBAHUS, TOCTABISIEMBbIH BMecTe ¢ Web-IIpuioKeHueM,
MOXKET UCIOJB30BaThCS C HEMPEAYCMOTPEHHBIMH pa3paboTumkamu nensimu. K mpumepy,
Macromedia's Cold Fusion mo ymoig4aHut0 ©MeeT MOIYJIb, ITO3BOJISIOIINNA TPOCMATPUBATh MCXOIHBIN
KOJ[ CIIEHapHeB. 310ynoTpediieHue 3TOoM (YHKIMEH MOXKET MPHUBECTH K TOJYYCHHIO KPUTUYHOU
unpopmanun Web-npunoxenus. Y jajieHne Wik OTKJII0UYEeHHE 3TON (GYHKIIMN BeCcbMa MPo0IeMaTUuyHo,
MTOCKOJIbKY OT HETO 3aBUCAT BAXKHBIE KOMIIOHEHTBI TTPUIIOKCHHS.

Mopaudukarnus rieasl B Smartwin CyberOffice

WNuorna n3MeHeHne NaHHBIX, 00padaThIBaeMbIX MPHIOKEHUEM, MOXKET IMO3BOJIUTH MOJIU(DUIIMPOBATH
noBejsieHue mporpammbl. K mpumepy, ysa3BuMocTh B ¢GyHKIMH Nokynku npunoxkenus CyberOffice
MO3BOJIsIIa MOAU(PHUIIMPOBATH 3HAYEHHUE 1IEHBI, TIepeIaBaeMOM MoJb30BaTeN0 B cKpbiToM nojie HTML-
dbopmbl. CTpaHulla MOATBEPKACHUS 3aKa3a 3arpyKajlach 3JI0yMBIIIJIEHHUKOM, MOIU(UIIMPOBaIach Ha
KIIMEHTE | MIepelaBaiach cepBepy yKe ¢ MOAUPUITMPOBAHHBIM 3HAYCHUEM IICHBI.

Ceoliku:

"FormMail Real Name/Email Address CGI Variable Spamming Vulnerability"
http://www.securityfocus.com/bid/3955

"CVE-1999-0800"
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0800

"CA Unicenter pdmcgi.exe View Arbitrary File"
http://www.osvdb.org/displayvuln.php?osvdb_id=3247

"PeopleSoft PeopleBooks Search CGI Flaw"
http://www.osvdb.org/displayvuln.php?osvdb_id=2815

"1isCART2000 Upload Vulnerability"
http://secunia.com/advisories/8927/

"PROTEGO Security Advisory #PSA200401"
http://www.protego.dk/advisories/200401.html

"Price modification possible in CyberOffice Shopping Cart"
http://archives.neohapsis.com/archives/bugtrag/2000-10/0011.html

6.2. OTka3 B oo0cayxxuBanum (Denial of Service).

JIaHHBI KJlacC aTak HalpaBlIeH Ha HapyueHue aocTynHocth Web-cepBepa. OObIYHO aTakw,
HampaBJIeHHBIE HA OTKa3 B OOCITY>KUBAaHUM PEAU3yIOTCA Ha CETEBOM YPOBHE, OJJHAKO OHM MOTYT OBITh
HaIpaBJIeHbl U Ha MPUKIATHONW ypoBeHb. Mcnonb3ys GpyHkunu Web-npunoxeHus:, 3710yMbIIUIEHHUK
MOXET UCYEPIIATh KPUTUYHBIE PECYPCHI CUCTEMBI, WJIA BOCIIOIB30BATHCS YSI3BUMOCTBIO, IIPUBOIAINI
K MpeKpaleHuto (yHKIMOHUPOBAHUS CUCTEMBI.

O6bryHO DOS aTaku HampaBleHbl HAa HCYEPIIAHWE KPUTUYHBIX CHCTEMHBIX PECYpCOB, TaKMX Kak
BBIYMCIIUTEIIbHBIE MOIIHOCTH, OTIEpAaTHBHAS TMaMATh, THUCKOBOE IPOCTPAHCTBO WJIM MPOITYCKHAs
CIIOCOOHOCTh KaHANOB CBS3U. EciM Kakoi-TO W3 pEecypcoB JOCTUTHET MAaKCHUMAIbHOW 3arpysKw,
MPUJIOKEHUE 1IEJIMKOM OyAeT HEOCTYITHO.

ATaku MOTyT OBITh HalpaBJIeHbI HA 10001 13 KOMITOHEHTOB Web-npuinokeHus, HanpuMep, Takue Kak
cepBep CYB/I, cepBep ayrenTuduKanuy u T.1. B oTimunu OT atak Ha CETEBOM YPOBHE, TPEOYIOIINX
3HAYUTENBHBIX PECYPCOB 3JIOYMBIIUICHHHKA, AaTakd Ha TMPUKIAJHOM YPOBHE OOBIYHO JIerde
peaTn30BaTh.


http://www.securityfocus.com/bid/3955
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0800
http://www.osvdb.org/displayvuln.php?osvdb_id=3247
http://www.osvdb.org/displayvuln.php?osvdb_id=2815
http://secunia.com/advisories/8927/
http://www.protego.dk/advisories/200401.html
http://archives.neohapsis.com/archives/bugtraq/2000-10/0011.html

Ilpumepoi:

[Ipenmonoxum, uto cepBep Health-Care reHepupyer oOT4eTbI O KIMHUYECKOM HCTOpUU
I10JIb30BATENEH. Jng  reHepauuMu  KaJIoro oOT4YeTa CEpBEp 3alpalluBacT BCE  3allUCH,
COOTBETCTBYIOIIIME OINPEACIEHHOMY HOMEpY coluanbHOro crpaxoBaHus. Ilockonbky B 0aze
COJIEPKATCsl COTHU MWJIJIMOHOB 3allMCEH, MOJIb30BATEII0 PUXOJUTCS 0KUJATh PE3yIbTaTa HECKOJIBKO
MUHYT. B 310 Bpems 3arpy3ka npoueccopa cepsepa CYB/I nocturaer 60%.

3JI0YMBIIIJIEHHUK MOXET IOCTaTh JECSATh OAHOBPEMEHHBIX 3alPOCOB HA IOJYYEHHE OTUETOB, UTO C
BBICOKOW BEpOSITHOCTHIO IMPHUBEAET K OTKa3zy B OOCIYyXMBaHUH, MOCKOJIbKY 3arpyska mpoleccopa
cepBepa 0a3 JaHHBIX JIOCTUTHET MaKCHUMalbHOTO 3HayeHusa. Ha Bpems o0paboTKu 3ampocoB
3JI0YMBIIUICHHUKA HOpMalibHask paboTa cepBepa OyJeT HEBO3MOXKHA.

DoS na apyroii cepsep

3M0YMBIIIICHHUK MOXET Pa3MeCTUTh Ha momyssipHoM Web-popyme CChUIKY (Hampumep, B BHUJIEC
U300pakeHUsT B COOOIIeHWH) Ha apyroi pecypc. Ilpm 3axome Ha ¢dopym, TOIB30BaTEIH OYIyT
ABTOMATHYECKHM 3arpykaTh JIaHHBIE C aTaKyeMOro cepBepa YKa3aHHBIA pecypc, HCIOJb3YysA €ro
pecypcbl. Ecnn Ha atakyeMoM cepBepe HCIOJb3YeTCs CUCTeMa MPEAOTBpAICHHs aTak ¢ (YHKIHEH
O0kupoBKH [P-afpeca aTakyromero, B CChUIKE MOXKET MCIIOJIb30BAaThCS CHTHATYpa aTaku (Hampumep
.J.1.J..]. Jetc/passwd), 9TO puBEIET K OJOKHPOBKE MOJIB30BATENCH, 3alMIeAMNX Ha (HOpyM.

Araku Ha cepep CYB/]

3JI0yMBIIIJIEHHUK MOXKET BOCTIOJIB30BaThCsl BHeApeHueM koaa SQL 1is yaaneHus: 1aHHbIX U3 TaOIuII,
YTO IPUBENIET K 0TKa3y B 00CITY>KUBAHUS MTPUIIOKECHHUS.

6.3. Hegocrarounoe nporuBoaeiicteue apromarusanuu (Insufficient Anti-automation)

Henocrarounoe mnpoTMBOAEHCTBHE  aBTOMATHM3allMd  BO3HHUKAET, KOIJa CEpBEpP  IMO3BOJIIET
ABTOMATUYECKU BBINOJIHATE OIEpallii, KOTOPbIE IOJDKHBI IIPOBOAUTHCS BPYUYHYIO. [[1s1 HEKOTOPBIX
(GyHKIUHI NPUIOKEHUS] HEOOX0IUMO PeaTn30BbIBATh 3ALIUTY OT aBTOMaTHYECKUX aTak.

ABTOMaTI/I3I/Ip0BaHHLIe nporpaMmmbl MOT'YT BapbUPOBATBCA OT 6C306I/II[H]':>IX p06OTOB ITOMCKOBBIX
CUCTEM OO CHUCTEM ABTOMATU3HWPOBAHHOI'O0 IMOMUCKA y5[3BHMOCT€I>i U perucTpalu YUYCTHBIX 3amucei.
HOI[O6HI>IC pO6OTBI TCHCPUPYIOT TBHICAYHU 3allpOCOB B MHUHYTY, UTO MOXKET INPUBECTU K MNAJCHUIO
MPOU3BOJUTCIIBHOCTU BCCTO IMMPUITOKCHUS.

[TpoTuBOAEHiCTBHE aBTOMATH3alMK 3aKJIIOYAEeTCs B OPAaHMYEHHHM BO3MOXKHOCTEH MOJOOHBIX YTHIIUT.
Hanpumep, ¢aitn robots mMokeT mpenoTBpaiiath HWHIACKCUPOBAHHWE HEKOTOPBIX 4YacTeil cepBepa, a
JIONIOJTHUTENbHBIE CPEACTBA MIEHTH(PUKALMU MPEeJOTBpallaTh aBTOMAaTHUECKYI0 PETUCTPALMIO COTEH
YYETHBIX 3aIUCEN CUCTEMBI AIEKTPOHHON MTOYTHI.

Ccoiniku

Telling Humans Apart (Automatically)
http://www.captcha.net/

"Ravaged by Robots!", By Randal L. Schwartz
http://www.webtechniques.com/archives/2001/12/perl/

".Net Components Make Visual Verification Easier", By JingDong (Jordan) Zhang
http://go.cadwire.net/?3870.3.1

"Vorras Antibot"
http://www.vorras.com/products/antibot/

"Inaccessibility of Visually-Oriented Anti-Robot Tests"
http://www.w3.org/TR/2003/WD-turingtest-20031105/



http://www.captcha.net/
http://www.webtechniques.com/archives/2001/12/perl/
http://go.cadwire.net/?3870,3,1
http://www.vorras.com/products/antibot/
http://www.w3.org/TR/2003/WD-turingtest-20031105/

6.4. Henocrarounas nposepka nponecca (Insufficient Process Validation)

VS3BUMOCTH 3TOr0 Kjiacca BO3HUKAIOT, KOTJIa CEPBEP HE JOCTATOYHO MPOBEPSIET MOCIEA0BATEIBHOCTh
BBIIIOJIHEHUSI ONEpALMd NPUIOKEHUSA. ECIM COCTOSHHE CECCUU TOJIb30BATENS M MPHIIOKEHHUS
JOJDKHBIM 00pa3oM HE KOHTPOJIMPYETCS, MPHIOKCHHUE MOXKET OBbITh YSI3BHMO JIJISI MOIICHHHUYECKUX
JICHCTBUIA.

B mponecce noctyna K HEKOTOPBIM (PYHKLUAM IPUIIOKEHUS 05KUAAETCS, YTO MOJIb30BATENb BHIIIOIHUT
P NEHCTBHU B OIPENEICHHOM IOpsaKe. Eciin HEKOTOpbIE AEUCTBUS BBIIOIHAIOTCA HEBEPHO WIH B
HENpaBUJIBHOM IOpsAKE, BO3HUKAET OMIMOKa, MPUBOJAIIAs K HapyIIEHUIo 1eaocTHocTH. [Tpumepamu
NMoJOOHBIX (DYHKIMHA BBICTYNAIOT IMEPEBOJbI, BOCCTAHOBJICHUE IapOJIeH, MOATBEP)KIACHUE IMOKYIIKH,
CO3/laHM€ YYEeTHOW 3amucu M T.J. B OOJBIIMHCTBE CllydyaeB 3TH IHPOLECCHl COCTOAT U3 psla
IIOCJIEI0BATEIIbHBIX JEHCTBUM, OCYIIECTBIISIEMbIX B YETKOM MOPSIKE.

st obecriedeHusi KOPPEKTHOM paboThl moaoOHBIX (yHKIui Web-puiokeHrue T0JDKHO YEeTKO
OTCJIOKHMBATH COCTOSIHUE CECCHM IIOJh30BATENs M OTCIEKHUBATh €€ COOTBETCTBHE TEKYIIHM
oreparusaM. B GOIBIIMHCTBE CIy4yaeB 3TO OCYIIECTBISETCS MYyTEM COXPAHEHMsI COCTOSIHHSI CECCHUU B
cookie wmmu ckpeitom T1one ¢opmel HTML. Ho moOCKOiIbKYy 3TH 3HAY€HUS MOTYT OBITh
MOAU(UIIMPOBAHBI MOJIB30BATENEM, 0043aTeNIbHO J0JDKHA MPOBOAUTHCS MPOBEPKA STUX 3HAUYCHUN Ha
cepepe. Eciam 3TOro HE NPOMCXOOUT, 3JIOYMBIIUIEHHUK TOJXYY4ae€T BO3MOXKHOCTH OOOWTH
MOCIIEI0BATENBHOCTh ACHCTBUIA, U KaK CIEICTBUE - IOTUKY MPUITIOKEHUSI.

Ilpumep:

Cucrtema 3JIEKTpPOHHON TOProBIM MOXET Mpeularath CKUAKY Ha NpOAYKT B, B cilyuyae MOKynku
npoxaykra A. Ilonp3oBaTenb, HE KETAOIUN MOKYNaTh MPOIYKT A, MOXKET MOIBITAThCS MpUoOpecTH
npoaykT B co ckuakoil. 3amosiHuMB 3aKa3 Ha MOKYNKY OOOMX HPOAYKTOB, IOJIb30BATelNb IOJIydaT
CKHJIKY. 3aTeM IOJIb30BaTENh BO3BpAIIAETCs K (JOpME MOATBEPKACHUS 3aKaza U YAaseT MPOAyKT A
U3 TMOKYIMaeMbIX, MyTeM MoAudukanuu 3HayeHuid B ¢opme. Ecnu cepBep MOBTOPHO HE NMPOBEPHUT
BO3MOXXHOCTh TOKYIKH MpoAaykTa B mo ykazaHHON 1neHe Oe3 mpoaykra A, OyJeT OCyLIeCTBIIEHA
3aKyIKa 110 HU3KO! IeHE.

Ccoinku:

"Dos and Don'ts of Client Authentication on the Web", Kevin Fu, Emil Sit, Kendra Smith, Nick
Feamster - MIT Laboratory for Computer Science
http://cookies.lcs.mit.edu/pubs/webauth:tr.pdf



http://cookies.lcs.mit.edu/pubs/webauth:tr.pdf

